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—=——_ <= Chapter 1 Introduction to IP

Remote Dial-in User
System (RADIUS) is an
open standard and
available from many
vendors:

RADIUS uses UDP, so it
only offers best effort
delivery at a lower
overhead.

RADIUS encrypts only
the password sent
between the Cisco
access client and
RADIUS server. RADIUS
does not provide
encryption between
the workstation and
the Cisco access client.

RADIUS does not
support multiple
protocols, and only
works on IP networks.

RADIUS does not
provide the ability to
control the commands
that can be executed
on a router: It provides
authentication, but not
authorization to Cisco
devices.
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There are also eight
different levels of
messages, which will be
listed from most severe
(Emergency - Level 0) to
least severe (Debugging -
Level 7):

Emergency — Level 0
Alerts — Level 1

Critical — Level 2

Errors — Level 3
Warning — Level 4
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Debugging — Level 7
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Foreword

Today’s Security Environment

Information security has become an extremely important topic for everyone over the
past few years. In today’s environment the number of touch points between an orga-
nization’s information assets and the outside world has drastically increased: millions
of customers can interact via a Web site, thousands of employees and partners may
connect using Virtual Private Network s (VPNs), and dozens of critical applications
may be completely outsourced to application service providers (ASPs). The deploy-
ment of wireless LANs also means that users no longer even need a physical connec-
tion to the network to gain access.

In addition to an explosion of touch points, we are faced with an infinitively
complex and rapidly changing web of networks, applications, systems, client software,
and service providers. Under these circumstances, absolute security cannot be guaran-
teed since it’s impossible to test the security implications of every configuration com-
bination of hardware and software under every set of conditions.

A critical strategy for reducing security risk is to practice defense-in-depth. The
essence of defense-in-depth is to create an architecture that incorporates multiple
layers of security protection. Recognizing this requirement, Cisco Systems has placed
a high priority on security and offers a wide range of stand-alone and integrated
security products. Managing Cisco Network Security, Second Edition 1is important to
anyone involved with Cisco networks, as it provides practical information on using a
broad spectrum of Cisco’s security products. Security is not just for “security geeks”
anymore. It is an absolute requirement of all network engineers, system administra-
tors, and other technical staff to understand how best to implement security.
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XXXii Foreword

About This Book

In addition to providing a general understanding of IP network security and the
threat environment, this book oftfers detailed and practical information on how to use
Cisco’s suite of security products. Callisma’s contributing authors are industry experts
with real world implementation experience. Each chapter will guide you through a
particular aspect of security, from the family of PIX firewalls, to the Cisco Secure
Intrusion Detection System (IDS), to traffic filtering in 1OS, to the Cisco Secure
Policy Manager (CSPM). In reading this book, you will obtain a firm understanding
of how to secure your Cisco network.

About Callisma

Callisma 1s setting a new standard for network consulting, helping today’s enterprises
and service providers design and deploy networks that deliver strategic business value.
By providing its clients with a broad base of technical practices, a flexible, results-ori-
ented engagement style, and the highest quality documentation and communication,
Callisma delivers superior solutions—on time and on budget. Callisma practices
include IP Telephony, Internetworking, Optical Networking, Operations Management,
Project Management, and Security and Storage Networking. Callisma is headquartered
in Silicon Valley, with offices located throughout the United States. For more informa-
tion, visit the Callisma Web site at www.callisma.com or call 888-805-7075

—Ralph Troupe
President and CEO, Callisma

www.syngress.com



Chapter 1

Introduction to IP

Network Security

Solutions in this chapter:

What Role Does Security Play in a
Network?

The Fundamentais of Networking

" Where Does Security Fit in?

Cisco IP Security Hardware and Software

M Summary
M Solutions Fast Track
M Frequently Asked Questions



Chapter 1 ¢ Introduction to IP Network Security

Introduction

This book i1s intended to help people implement IP network security in a Cisco
environment. It will provide the language, architectural framework, technical
insight, technical configuration, and practical advice to ensure best practice secu-
rity implementation. Successfully digesting the material presented in this book
will allow you to protect your environment and client services using a wide array
of Cisco security technologies and equipment.

What Role Does Security

Play in a Network?

This book 1s about IP network security. Though you probably already know
something about networking, we’ll go over some of the language to be sure we
are all working from the same concepts. Let’s begin by discussing what we are
trying to accomplish with IP network security.

Goals

The goals of security usually boil down to three things, represented by the
acronym CIA:

» Confidentiality Confidentiality protects sensitive information from
unauthorized disclosure or intelligible interception. Information should
only be seen by the intended parties in a conversation, not by eaves-
droppers.

= Integrity Integrity ensures that information or software is complete,
accurate, and authentic (in other words, it isn’t altered without autho-
rization). We want to ensure mechanisms are in place to protect against
accidental or malicious changes, and may wish to produce documented
trails of which communications have occurred.

» Availability Availability ensures that information and services are acces-
sible and functional when needed and authorized. There is a related con-
cept of trust. The formal definition of trust concerns the extent to
which someone who relies on a system can have confidence that the
system meets its specifications (that is, the system does what it claims to
do and does not perform unwanted functions).
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Different systems and businesses will place diftering levels of importance on
each of these three characteristics. For example, while Internet service providers
(ISPs) may be concerned with confidentiality and integrity, they will be more
concerned with protecting availability for their customers. The military, by con-
trast, places more emphasis on confidentiality, with its system of classifications of
information, and the clearances for people who need to access it. Most businesses
must be concerned with all three elements, but will be concerned primarily with
the integrity of their data.

Confidentiality

Confidentiality protects sensitive information from unauthorized disclosure or
intelligible interception. Cryptography and access control are used to protect confi-
dentiality. The eftort applied to protecting confidentiality depends on the sensitivity
of the information and the likelihood of it being observed or intercepted.

Damage & Defense...

Cleartext Passwords

Passing passwords in cleartext that permits administrative access to sys-
tems is a severe security risk. Use access control mechanisms, and where
possible, encryption controls (such as SSH) to communicate with infra-
structure devices. Many Cisco devices will support SSH with a modern
image.

Network encryption can be applied at any level in the protocol stack.
Applications can provide end-to-end encryption, but each application must be
adapted to provide this service. Encryption at the transport layer is used fre-
quently today. Virtual private networks (VPNs) can be used to establish secure
channels of communication between two sites or between an end user and a site.
(VPNs are covered in more detail in Chapter 5.) Encryption can be used at the
OSI data-link layer, but doesn’t scale easily; every networking device in the com-
munication pathway would have to participate in the encryption scheme. Data-
link layer encryption is making a comeback in the area of wireless security, such
as in IEEE 802.11. Physical security, meanwhile, is used to prevent unauthorized
access to network ports or equipment rooms. One of the risks at the physical
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level is violation of access control through the attachment of promiscuous
packet capture devices to the network, particularly with the widespread use
of open source tools such as Ethereal (www.ethereal.com) and tcpdump
(www.tcpdump.org) that permits nearly any host to become a packet decoder.

Integrity

Integrity ensures that information or software is complete, accurate, and
authentic. We want to keep unauthorized people or processes from making any
changes to the system, and keep authorized users from making changes that
exceed their authority. These changes may be intentional or unintentional, and
similar mechanisms can protect a system from both.

For network integrity, we need to ensure that the message received is the
same message that was sent. The content of the message must be complete and
unmodified, and that the link is between a valid source and destination nodes.
Connection integrity can be provided by cryptography and routing control.
Simple integrity assurance methods to detect incidental changes, like adding up
all the bytes in a message and recording that as an element in the packet, are used
in everyday IP flows. More robust approaches, such as taking the output from a
hash function like message digest (version) 5 (MD5) or secure hash algorithim
(SHA) and adding that to the message, as is used in IPSec, can detect attempted
malicious changes to a communication.

For host integrity, cryptography can also come to the rescue. Using a secure
hash can identify whether an unauthorized change has occurred. However, of
fundamental importance are careful use of audit trails to determine what
changed, when the change occurred, and who made the change. Sound security
design includes a centralized log server, and policy and procedure around safe
handling of audit data.

Integrity also extends to the software images for network devices that are
transporting data. The images must be verified as authentic, and that they have
not been modified or corrupted. Just as a transported IP packet has a checksum
to verify it wasn’t accidentally damaged in transit, Cisco provides a checksum for
IOS images. When copying an image into flash memory, verify that the checksum
of the bundled image matches the checksum listed in the README file that
comes with the upgrade.

Availability

Availability ensures that information and services are accessible and functional
when needed. Redundancy, fault tolerance, reliability, failover, backups, recovery,
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resilience, and load balancing are the network design concepts used to assure
availability. If systems aren’t available, then integrity and confidentiality won'’t
matter. Build networks that provide high availability.

Your customers or end users will perceive availability as being the entire
system—application, servers, network, and workstation. If they can’t run their
applications, then it is not available. To provide high availability, ensure that secu-
rity processes are reliable and responsive. Modular systems and software, including
security systems, need to be interoperable.

Denial of service (DoS) attacks are aimed at crippling the availability of net-
works and servers, and can create severe losses for organizations. In February,
2000, large Web sites such as Yahoo!, eBay, Amazon, CNN, ZDNet, E*Trade,
Excite, and Buy.com were knocked offline or had their availability reduced to
about 10 percent for many hours by distributed denial of service attacks (DDoS).
The attacks were not particularly sophisticated—they were launched by a
teenager—but were disastrously effective.

NoTE

Having a good inventory and documentation of your network is impor-
tant for day-to-day operations, but in a disaster, you can’t depend on
having it available. Business Continuity/Disaster Recovery is an important
aspect of security design. Store the configurations and software images
of network devices offsite with your backups from servers, and keep
them up to date. Include documentation about the architecture of your
network. All of this documentation should be available in printed form
because electronic versions may be unavailable or difficult to locate in an
emergency. Such information will save valuable time in a crisis.

Cisco makes many products designed for high hardware availability. These
devices are characterized by a long mean time between failure (MTBF) with
redundant power supplies, and hot-swappable cards or modules. For example,
devices that provide 99.999 percent availability would have about five minutes
downtime per year.

Availability of individual devices can be enhanced by their configuration.
Using features such as redundant uplinks with Hot Standby Router Protocol
(HSRP), fast convergent Spanning Tree, or Fast EtherChannel provide a failover if
one link should fail. Uninterruptible power supplies (UPSs) and backup genera-
tors are used to protect mission-critical equipment in the event of a power
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outage. These are not security features per se—and in some instances may work
against security, such as using HSRP to force a router offline to allow the
bypassing of access controls—but are a valid part of a security design.

Although not covered in this book, Cisco IOS includes reliability features
such as:

» Hot Standby Router Protocol (HSRP)

= Simple Server Redundancy Protocol (SSRP)
»  Deterministic Load Distribution (DLD)

Philosophy

The underlying philosophy behind security is different from what most net-
work managers face. There are three common perspectives behind the design of
networks:

= User perspective Get it out fast, and as inexpensively as possible. Make
it work. If it breaks, fix it.

= Operations management perspective Get it out to meet all needs,
and do it as reliably as possible. Document how it’s working. Don’t let it
break, or at least recover from breaks transparently.

» Security perspective Get it out in a controlled fashion, meeting
authorized needs. Allow only authorized services to work. If it breaks,
make sure it fails in a fashion that doesn’t allow unauthorized services.

The way to think of the user perspective is to imagine you are programming
a computer: Write code to make it work, and move on. If the code is a little
buggy, that’s okay—it’s less expensive, and you get most of what you need. The
way to think of the operations management perspective is to see yourself pro-
gramming Murphy’s computer: Write code with the understanding that things
will break at the worst possible time, and deal with it gracefully. You spend time
developing useful error messages, and help the user understand what is happening
inside the program. It costs more, but it’s a better “quality” program. The way to
think of the security perspective is to imagine yourself programming Satan’s
computer: Write code with the understanding that there is an actively malicious
agent at the heart of the environment trying to break things; protect yourself and
your clients. You spend time checking for bufter overflows or impossible inputs.
It’s more difficult of course, but hey, it’s a dangerous world out there...
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None of these perspectives is best; they all have advantages. Working from an
operations management perspective is expensive; it means you usually have to
buy two of everything, provide redundant routes, and spend time thinking about
command and management issues. Working from a security perspective is incon-
venient; in addition to the increased complexities, we often have to reduce fea-
tures and try to streamline systems to provide the necessary controls. Maintaining
all three perspectives simultaneously is the challenge that network managers face.

Cisco has documented its fundamental blueprints in the SAFE program (see
www.cisco.com/warp/public/779/largeent/issues/security/safebprint.html for
further information). A quick summary might state that security does not come
from a single product but is based upon a triad of people, processes, and tech-
nology; and that security should not be in a single location but be handled by a
distributed, defense-in-depth approach that’s spread across the enterprise. Though
security policy and its procedural issues are outside the scope of this book, be
warned that some sidebars may creep into these pages from time to time. What
we will do is show how the various pieces of security technology can be
deployed across your environment to enhance your security posture.

What if | Don’t Deploy Security?

Security costs significant money, and is rather inconvenient. These are rather good
reasons not to deploy security, and for many enterprises that was the standard
operating procedure. Unfortunately, that turned out to be a shortsighted decision.
According to an Information Week / Price Waterhouse Cooper survey (the
Security Benchmarking Service), losses due to security breaches cost over 1.39
trillion dollars last year. The Computer Security Institue (CSI)/FBI survey showed
that the average annual loss per company exceeded fwo million dollars. One inter-
esting study is Egghead Software: On the day a security breach was announced,
their stock dropped 25 percent, and they never recovered. What is a fourth of
your company’s capitalization? If you can reduce or eliminate this number, that
can fund a pretty significant security program.

An effective security program can make a difterence. Computer Economics
estimated the three most costly mobile code events were CodeRed and its variants
at 2.62 billion dollars; SirCam at 1.15 billion dollars; and Nimda at 635 million
dollars. The first and last could have been stopped by an effective vulnerability
assessment program, such as a solid Cisco Secure Scanner deployment, while the
SirCam could have been stopped by an effective antivirus filtering program at the
perimeter of the network.
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Some enterprises argue that they aren’t a target, so they don’t have to protect
themselves. How wrong they are. Automated tools probe the Internet looking for
vulnerable hosts. If you put an unpatched Microsoft Internet Information Server
(IIS) on the Internet, (even via dialup or DSL) you have between 30 minutes and
two hours, on average, before a Nimda probe will compromise your machine.
Script kiddies and commercial crooks alike look for innocuous hosts, called zom-
bies, that they can compromise and control to use in attacks on other systems.
Even if you don’t handle credit card information, if you care about your system
being available for your own use, you have to take steps, and if you care about the
“public health” of the Internet, you have to be diligent.

The Fundamentals of Networking

Information security deals primarily with the CIA of information. IP network
security addresses these issues as information passes over IP networks.
Consequently, to talk about security we first have to talk about IP networking.

A good place to start is the underlying information architecture on which
networking is based. A good reference point is the Department of Defense (DoD)
networking model; this was the original seed for the ideas on which the Internet
was founded, and IP protocols tend to be based upon this model.

The four layers of the DoD model, moving up from low-level transport to
high-level application are:

= Network Access Layer Describes how computers talk to other locally
attached devices. Focuses on issues of frames, which is the fundamental
data unit passed along a physical network interface. In network security,
we look at media, hub, and switch issues for security.

» Internetwork Layer Describes how frames are encapsulated into
packets, and packets into datagrams; and how the datagram is transported
between local networks. In network security, we look at switches,
routers, and firewalls, such as the Cisco PIX for security.

= Host-to-Host Transport Layer Describes how hosts can achieve a
reliable information stream. In network security, we look at routers, fire-
walls, and application devices such as load balancers or content managers,
in conjunction with detective controls such as an Intrusion Detection
System (IDS—for example, the Cisco Secure IDS) for security.

= Process Application Layer Describes how end users and end applica-
tions interact with the transported data. In network security, we look at
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end applications, together with IDS and Vulnerability Assessment tools
such as the Cisco Secure Scanner, as well as auxiliary applications such as
authentication servers like Cisco Secure Access Control Server (ACS).

Security can be applied in each layer and at the interface between layers; for
example:

» Network Access Layer Examples of network access security issues are
physical media access address resolution protocols and broadcast issues
(for example, Address Resolution Protocol (ARP) cache poisoning and
Virtual LANs (VLANs)/Multiprotocol Label Swtiching (MPLS) design).

» Internetwork Layer Examples of internetwork layer issues are packet
routing security and transport control issues (for instance, IP address
spoofing, IP address-based Access Control Lists (ACLs), source routing,
fragment handling, and ICMP message handling).

» Host-to-Lost Layer Examples of host-to-host transport layer issues are
communication stream initialization, transport confidentiality and
integrity, and communication stream closure (for example, three-way
handshake spoofing, packet snooping, and session hijacking).

= Process Application Layer Examples would be the SMTP or HTTP
protocols (such as unsolicited commercial e-mail eradication or mobile
code stripping).

Where Does Security Fit in?

To protect your infrastructure, you must apply security in layers. This layered
approach is also called defense in depth. The idea is that you create multiple systems,
so that a failure in one of them does not leave you vulnerable, but is caught in the
next layer. You should create appropriate barriers inside your system so intruders
that gain access to one part of it, do not automatically acquire access to the rest of
the system. Use firewalls to minimize the exposure of private servers from public
networks. Firewalls are the first line of defense. Packet filtering on routers can sup-
plement the protection of firewalls and provide internal access boundaries.

Access to hosts that contain confidential information needs to be carefully
controlled. Inventory the hosts on your network, and use this list to categorize
the protection they will need. Some hosts will be used to providing public access,
such as the corporate Web site or online storefront. Others will contain confiden-
tial information that may be used only by a single department or workgroup.
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Plan the type of access needed and determine the boundaries of access control
for these resources.

A good way to develop a defense in depth 1s to look at each layer of the
DoD model, and apply security accordingly.

Network Access Layer Security

Network access layer security is done locally. One form of security addresses
point-to-point communication, such as over a leased line or Frame Relay perma-
nent virtual circuit. Dedicated hardware devices attached to each end of the link
do encryption and decryption. Military, governments, and banking are the most
common users of this approach. Though it is not scalable to large internetworks,
because the packets are not routable in their encrypted state, this method does
have the advantage that an eavesdropper cannot determine the source or destina-
tion addresses in the packets. It can also be used for upper-layer protocols.

A second form of security addresses controlling access to the shared media of
the local LAN. At its simplest, if you have two machines that shouldn’t communi-
cate without controls (for example, a machine that handles Top Secret data and a
machine that handles Unclassified data), don’t put them on the same LAN.The
military is known for building completely separate and partitioned networks, and
having people with two machines on their desk to prevent information from
spilling from one network into the other. Even in networks with less stringent
requirements, the modern style is to develop separate, out-of-band management
networks for controlling infrastructure equipment.

Configuring & Implementing...

NSA Router Security Guides

The National Security Agency of the United States has developed guid-
ance on deploying Cisco routers in a secure fashion. They provide
strategic design elements and tactical configurations for Cisco equip-
ment. As of this writing, the guides are available online at http://nsa2
.www.conxion.com/cisco/index.html.

In a modern enterprise, it’s not always possible to completely isolate machines
on separate networks. They may need to communicate directly, or we may not
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have the resources to deploy separate routers, switches, and communication chan-
nels for all the equipment. In that environment, the most reasonable solution is
judicious use of VLANs and virtual wide area networks through MPLS. For
example, suppose you want to manage your firewalls, routers, switches, IDS, and
other security devices from a management station on your desktop.You could
buy a separate T1 to connect to your remote sites, and run separate wires to
management interfaces on all these devices. Since that isn’t practical, you can use
MPLS and VLAN tags, combined with physically isolating management interfaces
on separate switched ports, to provide that virtually partitioned network.

NoTEe

Don’t carry this process to the extreme. In security, there is a concept
known as the Trusted Computing Base (TCB), its formal definition being
“The totality of protection mechanisms within a computer system,
including hardware, firmware, and software, the combination of which is
responsible for enforcing a security policy.” (Orange book). The goal is to
make the TCB as small as possible—and ensure the components of the
TCB are security devices, carefully reviewed, and so on.

For critical placements, you want the TCB to be the firewall and its
software, and nothing else. It's important to remember that a switch is
not a security device. As the SAFE architecture notes, “Avoid using VLANs
as the sole method of securing access between two subnets. The capa-
bility for human error, combined with understanding that VLANs and
VLAN tagging protocols were not designed with security in mind, makes
their use in sensitive environments inadvisable. When VLANs are needed
in security deployments, be sure to pay close attention to the configura-
tions and guidelines mentioned above.”

So, don't interconnect the router outside your firewall with a device
inside the firewall via VLANs—there is a risk that if the switch is compro-
mised, the firewall will be bypassed and the security of the whole enter-
prise will be placed in jeopardy. Make reasonable tradeoffs in the way of
convenience, elegant design, and security.

Internetwork Layer Security

The easiest place to enforce a technical control is at the Internetwork layer—
since you can inspect and forbid information from passing between separate
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networks and machines. Controlling access to the network with firewalls, routers,
switches, remote access servers, and authentication servers can reduce the traffic
getting to critical hosts to just authorized users and services. Security considera-
tions can have an effect on the physical design of the network. Networks can be
segmented to provide separation of responsibility. Departments, such as finance,
research, or engineering, can be restricted so only the people that need access to
particular resources can enter a network. You need to know the specifications that
will be used to purchase network equipment, software features or revision levels
that need to be used, and any specialized devices used to provide encryption,
quality of service, or access control. You need to determine the resources to pro-
tect, the origin of threats against them, and where your network security perime-
ters should be located. Install devices and configurations at the perimeter—the
internetwork layer between networks—that meets your security requirements.

Jon Postel, one of the godfathers of the Internet, wrote: “be conservative in
what you do, be liberal in what you accept from others.” Unfortunately, this prin-
ciple of robustness has lead to security problems, particularly at the application
and internetwork layers. At the Internetwork layer, it is important to validate the
information you receive before routing. Of special importance is preventing
simple fraud: a particularly pernicious problem today is based upon the smurf
attack. This is a variant of the real-world “pizza order” attack, where you call a
dozen pizza delivery companies and have them all deliver a pizza to someone’s
home at the same time. In a smurf attack, one computer makes requests for ser-
vice from a large number of sites on the behalf of another host. There are details
in terms of minimization of the bandwidth consumed by the attacker and maxi-
mization of the tidal wave of responses that hits the victim host, but it’s all based
upon sending outgoing requests as if for another person. If the pizza company
could use caller ID to not accept requests from places other than where the call
originates, the “pizza order” attack would fail. Similarly, if end routers did not
route packets that could not have originated locally, the smurf attack would never
get off the ground. In a modern internetworking environment, be cautious in
what you accept from others; if it doesn’t make sense, log it and drop it.

Access Control Lists

Access Control Lists (ACLs) are an eftective way to address the filtering problem
mentioned earlier. ACLs are packet filters that can be implemented on routers
and similar devices to control the source and destination IP addresses allowed to
pass through the gateway. Standard access lists can filter on source address.
Extended access lists can filter ICMP, IGMP, or IP protocols at the Network
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layer. ICMP can be filtered based on the specific message. IP filtering can include

port numbers at the transport (TCP/UDP) layer to allow or disallow specific ser-

vices between particular addresses. Access lists can also control other routed pro-

tocols such as AppleTalk or IPX, and they are your first and best way to eliminate

inappropriate traffic.

ip route
ip route
ip route
ip route
ip route
ip route
ip route
ip route
ip route
ip route
ip route
ip route

ip route

An extremely useful consensus document on secure router tem-
plates for the Internet is Rob Thomas' Secure I0S Template, available at
www.cymru.com/~robt/Docs/Articles/secure-ios-template.html.

Configuring & Implementing...

Martian Filtering

The router requirements of RFC 1812 talk about “martian filtering,” and
notes “A router SHOULD NOT forward any packet that has an invalid IP
source address or a source address on network 0.” Large chunks of IP
space—not just the RFC 1918’s of the 10, 172.16, and 192.168 net-
works, are invalid addresses and should be dropped. An effective way of
achieving this is to null route the logon, like this:

1.0.0.0 255.0.0.0 nulloO
2.0.0.0 255.0.0.0 nulloO

5.0.0.0 255.0.0.0 nulloO
7.0.0.0 255.0.0.0 nulloO

10.
23.
27.
31.
36.
37.
39.
41.
42.

@ 2 ek e e e 29 28 @
© © o o o o o o o
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255.
255.
255.
255.
255.
255.
255.
255.
255.
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nul I 0
nul | 0
nul | 0
nul | 0
nul | 0
nul | 0
nul | 0
nul | 0
nul | 0
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Host-to-host Layer Security

Host-to-host layer security can be applied to secure traftic for all applications or
transport protocols in the above layers. Applications do not need to be modified
since they communicate with the Transport layer above. Confidentiality and
integrity are easily obtained through encryption and authentication protocols,
and availability and other reliability issues are addressed through reliable transport
protocols.

[PSec

The security architecture for IP (IPSec) is a suite of security services for traffic at
the IP layer. It is an open standard, defined in RFC 2401 and several following
REFCs. It has received widespread adoption, and clients are generally available for
many hosts and network infrastructure devices. It is integrated into Cisco 1OS,
and available on most routers and firewalls. It is the single most common, least
expensive, and most widely deployed technical security control at the host-to-
host layer.

[PSec protocols can supply access control, authentication, data integrity, and
confidentiality for each IP packet between two participating network nodes.
[PSec can be used between two hosts (including clients), a gateway and a host, or
two gateways. No modification of network hardware or software is required to
route IPSec. Applications and upper-level protocols can thus be used unchanged.

[PSec adds two security protocols to IP, Authentication Header (AH) and
Encapsulating Security Payload (ESP). AH provides connectionless integrity, data
origin authentication, and anti-replay service for the IP packet. AH does not
encrypt the data, but any modification of the data would be detected. ESP provides
confidentiality through the encryption of the payload. Access control is provided
through the use and management of keys to control participation in traftic flows.

IPSec was designed to be flexible so difterent security needs could be accom-
modated. The security services can be tailored to the particular needs of each
connection by using AH or ESP separately for their individual functions, or com-
bining the protocols to provide the full range of protection oftered by IPSec.
Multiple cryptographic algorithms are supported. The algorithms that must be
present in any implementation of IPSec are listed next. The null algorithms pro-
vide no protection, but are used for consistent negotiation by the protocols. AH
and ESP cannot both be null at the same time.

» Data Encryption Standard (DES) in Cipher Block Chaining (CBC) mode
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» HMAC (Hash Message Authentication Codes) with MD5
= HMAC with SHA
»  Null Authentication Algorithm

»  Null Encryption Algorithm

A security association (SA) forms an agreement between two systems partici-
pating in an IPSec connection. A security association represents a simplex con-
nection to provide a security service using a selected policy and keys, between
two nodes. A Security Parameter Index (SPI), an IP destination address, and a
protocol identifier are used to identify a particular SA. The SPI is an arbitrary, 32-
bit value selected by the destination system that uniquely identifies a particular
security association among several associations that may exist on a specific node.
The protocol identifier can indicate either AH or ESP, but not both. Separate
security associations are created for each protocol, and for each direction between
systems. If two systems were using AH and ESP in both directions, then they
would form four security associations.

Each protocol supports a transport mode and a tunnel mode of operation.
The transport mode is between two hosts. These hosts are the endpoints for the
cryptographic functions being used. Tunnel mode is an IP tunnel, and is used
whenever either end of the security association is a security gateway. A security
gateway is an intermediate system, such as a router or firewall, which implements
IPSec protocols. A security association between a host and a security gateway
must use tunnel mode. If the connection traffic 1s destined for the gateway itself,
such as management traffic, then the gateway is treated as a host, because it is the
endpoint of the communication.

In transport mode, the AH or ESP header is inserted after the IP header, but
before any upper-layer protocol headers. As shown in Figure 1.1, AH authenti-
cates the original IP header, but does not protect the fields that are modified in
the course of routing IP packets. ESP only protects what comes after the ESP
header. If the security policy between two nodes requires a combination of secu-
rity services, the AH header appears first after the IP header, followed by the ESP
header. This combination of security associations is called an SA bundle.

In tunnel mode, the original IP header and payload are encapsulated by the
[PSec protocols. A new IP header that specifies the IPSec tunnel destination is
prepended to the packet. The original IP header and its payload are protected by
the AH or ESP headers. From Figure 1.2, you can see that, as in transport mode,
AH offers some protection for the entire packet, but does not protect the fields
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that are modified in the course of routing IP packets between the IPSec tunnel
endpoints. It does, however, completely protect the original IP header.

Figure 1.1 The IPSec Transport Mode in IPv4
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Figure 1.2 The IPSec Tunnel Mode in IPv4
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Key management is another major component of IPSec. Manual techniques
are allowed in the IPSec standard, and might be acceptable for configuring one
or two gateways, but typing in keys and data is not practical in most environ-
ments. The Internet Key Exchange (IKE) provides automated, bidirectional SA
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management, key generation, and key management. IKE negotiates in two phases.
Phase 1 negotiates a secure, authenticated channel over which the two systems
can communicate for further negotiations. They agree on the encryption algo-
rithm, hash algorithm, authentication method, and Diffie-Hellman group to
exchange keys and information. A single phase 1 association can be used for mul-
tiple phase 2 negotiations. Phase 2 negotiates the services that define the security
associations used by IPSec. They agree on IPSec protocol, hash algorithm, and
encryption algorithm. Multiple security associations will result from phase 2 nego-
tiations. An SA is created for the inbound and outbound of each protocol used.

Process Application Layer Security

Any vendor’s software is susceptible to harboring security vulnerabilities. Security
can be seen as an arms race, with the bad guys exploiting vulnerabilities and the
good guys patching them. Every day, Web sites that track security vulnerabilities,
such as CERT, are reporting new vulnerability discoveries in operating systems,
application software, server software, and even in security software or devices. Last
year, CERT advertised an average of over six vulnerabilities a day. Figure 1.3
shows the increase in reported incidents over the years.

Figure 1.3 CERT Reporting Statistics
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Patches are implemented for these known bugs, but new vulnerability discov-
eries continue. Sometimes patches fix one bug, only to introduce another. Even
open source software that has been widely used for ten years is not immune to
harboring serious vulnerabilities. In June 2000, CERT reported that MIT
Kerberos had multiple buffer overflow vulnerabilities that could be used to gain
root access, and in Feb of 2002, widespread vulnerabilities were announced in the
fundamental ASN.1 encoding schema common to all SNMP agents, allowing the
compromise of nearly all infrastructure devices across the Internet.
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Many sites do not keep up when it comes to applying patches and so leave
their systems with known vulnerabilities. It is important to keep all of your soft-
ware up to date. Many of the most damaging attacks have occurred in end-user
software such as electronic mail clients. Attacks can be directed at any software
and can seriously affect your network.

The default configuration of hosts makes them easy to get up and running,
but many default services are unnecessary. These unnecessary services increase the
vulnerabilities of the system. On each host, all unnecessary services should be
shut down. Misconfigured hosts also increase the risk of an unauthorized access.
All default passwords and community names must be changed.

NoTEe

The SANS (System Administration, Networking, and Security) Institute in
conjunction with the National Infrastructure Protection Center (NIPC) has
created a list of the top 20 Internet security threats as determined by a
group of security experts. The list is maintained at
www.sans.org/top20.htm. This guide is an excellent list of the most
urgent and critical vulnerabilities to repair on your systems. Two of the
problems listed earlier—unnecessary default services and default pass-
words—are on this list.

This effort was started because experience has shown that a small
number of vulnerabilities are used repeatedly to gain unauthorized
access to many systems.

SANS has also published a list of the most common mistakes made
by end users, executives, and information technology personnel. It is
available at www.sans.org/mistakes.htm.

The increased complexity of systems, the shortage of well-trained administra-
tors, and a lack of resources all contribute to reducing the security of hosts and
applications. We cannot depend on hosts to protect themselves from all threats. A
useful approach is to use automated scanning devices, such as Cisco Secure Scanner
(formerly NetSonar) to help identify the vulnerabilities from a network perspective,
and work with the information owner to apply the necessary remediation.

All is not lost, however. Application layer security can provide end-to-end
security from an application running on one host through the network to the
application on another host. It does not care about the underlying transport
mechanism. Complete coverage of security requirements, integrity, confidentiality
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and non-repudiation, can be provided at this layer. Applications have a fine gran-

ularity of control over the nature and content of the transactions. However, appli-
cation layer security is not a general solution, because each application and client
must be adapted to provide the security services. Several examples of application

security extensions are described next.

PGP

Phil Zimmerman created Pretty Good Privacy (PGP) in 1991. It is widely used
by individuals worldwide for privacy and the digital signing of e-mail messages.
PGP provides end-to-end security from the sender to the receiver. It can also be
used to encrypt files. PGP has traditionally used RSA public key cryptography to
exchange keys, and IDEA to encrypt messages.

PGP uses a Web of trust or network trust model, where any users can vouch
for the identity of other users. Getting the public keys of the intended person can
be difticult to achieve in a secure manner.You can get a person’s public key
directly from that person, and then communicate the hash of the key in an out-of-
band pathway. Keys are stored in files called key rings. Some Internet servers, in
fact, have public key rings. They do not authenticate the keys—merely store them.
You should not trust keys that have an unknown heritage.

S-HTTP

S-HTTP is not widely used, but it was designed to provide security for Web-
based applications. Secure HTTP is a secure message-oriented communications
protocol, and can transmit individual messages securely. It provides transaction
confidentiality, authentication, and message integrity, and extends HTTP to
include tags for encrypted and secure transactions. S-HTTP is implemented in
some commercial Web servers and most browsers. As an S-HTTP server, it nego-
tiates with the client for the type of encryption that will be used, several types of
which exist.

S-HTTP does not require clients to have public key certificates because it can
use symmetric keys to provide private transactions. The symmetric keys would be
provided in advance using out of band communication.

Secure Sockets Layer and Transport Layer Security

Secure Sockets Layer (SSL) was designed by Netscape and is widely used on the
Internet for Web transactions such as sending credit card data. It can be utilized
tor other protocols as well, such as Telnet, FTP, LDAP, IMAP, and SMTP, but
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these are not commonly used. Transport Layer Security (TLS), on the other hand,
is an open, IETF-proposed standard based on SSL 3.0. RFCs 2246, 2712, 2817,
and 2818 define TLS. The name is misleading, since TLS happens well above the
transport layer. The two protocols are not interoperable, but TLS has the capa-
bility to drop down into SSL 3.0 mode for backwards compatibility, and both can
provide security for a single TCP session.

SSL and TLS provide a connection between a client and a server, over which
any amount of data can be sent securely. Server and browser generally must be
SSL- or TLS-enabled to facilitate secure Web connections, while applications
generally must be SSL- or TLS-enabled to allow their use of the secure connec-
tion. However, a recent trend is to use dedicated SSL accelerators as VPN termi-
nators, passing the content on to an end server; the Cisco Content Services
Switch Secure Content Accelerator 1100 is an example of this technique.

For the browser and server to communicate securely, each needs to have the
shared session key. SSL/TLS use public key encryption to exchange session keys
during communication initialization. When a browser is installed on a worksta-
tion, it generates a unique private/public key pair.

The Secure Shell Protocol

The Secure Shell protocol (SSH) is specified in a set of Internet draft documents.
SSH provides secure remote login and other secure network services over an
insecure network. It’s being promoted free as a means for reducing cleartext pass-
words on networks. One excellent Windows client is PuTTY, available at
www.chiark.greenend.org.uk/~sgtatham/putty. The IOS on a modern Cisco
router supports SSH, but only SSH version 1. SSH version 2 is completely
rewritten to use different security protocols and has added public key cryptog-
raphy. Both versions provide confidentiality of passwords and other commands
during sessions.

The SSH protocol provides channels for establishing secure, interactive shell
sessions and tunneling other TCP applications. There are three major components
to SSH:

» Transport layer protocol Provides authentication, confidentiality, and
integrity for the server. It can also compress the data stream.The SSH
transport runs on top of TCP.The transport protocol negotiates the key
exchange method, public key, symmetric encryption, authentication, and
hash algorithms.
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»  User authentication protocol Authenticates the user-level client to
the server and runs on top of the SSH transport layer. It assumes that the
transport layer provides integrity and confidentiality. The method of
authentication is negotiated between the server and the client.

» Connection protocol Multiplexes an encrypted tunnel into several
channels. It is run on top of SSH transport and authentication protocols.
The two ends negotiate the channel, window size, and type of data. The
connection protocol can tunnel X11 or any arbitrary TCP port traftic.

Figure 1.4 shows how various security controls can interact with network
traffic, and shows several of the areas where controls can be placed—from directly
encrypting signals as they are applied to the Network Access Layer (link encryp-
tion) all the way up to encrypting the contents of a mail message (PGP):

Figure 1.4 The Layers of Security Controls
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Authentication can be used as a security control at any layer in the protocol stack,
but is typically deployed at the application process layer. (Often, the application
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process layer then makes changes to controls at the internetworking layer, estab-
lishing sessions or opening ACLs to permit traffic.)

Authentication can be provided locally on each device on your network, but
using an authentication server ofters improved scalability, flexibility, and control.
Firewalls, routers, and remote access servers enforce network access security.
Configuring these devices to use one, centralized database of accounts is easier on
the administrator and the users who may access the network through multiple
pathways.

A Cisco Network Access Server (NAS), firewall, or router acts as the client
and requests authentication from an authentication server. The access server or
router will prompt the user for a username and password, and then verifies the
password with the authentication server. TACACS+, RADIUS, and Kerberos are
widely used authentication servers supported by Cisco. TACACS+ and RADIUS

can also provide services for authorization, and accounting.

Terminal Access Controller Access System Plus

Terminal Access Controller Access System Plus (TACACS+) is an enhanced ver-
sion of TACACS developed by Cisco. The enhancements include the separation
of authentication, authorization, and accounting into three distinct functions.
These services can be used independently or together. For example, Kerberos
could be used for authentication, and TACACS+ used for authorization and
accounting. Some of the characteristics of TACACS+ are:

»  While older versions of TACACS and RADIUS use UDP for transport,
TACACS+ uses TCP (port 49) for reliable and acknowledged transport.

»  TACACS+ can encrypt the entire payload of the packet, so it protects
the password, username, and other information sent between the Cisco
access client and the server. The encryption can be turned oft for trou-
bleshooting. Communication from the workstation to the Cisco client
providing access services 1s not encrypted.

»  TACACS+ supports multiple protocols such as IP, AppleTalk Remote
Access (ARA), Novell, Asynchronous Services Interface (NASI), X.25
PAD connection, and NetBIOS.

»  You can use TACACS+ to provide greater control over router manage-
ment in either nonprivileged or privileged mode, because you can
authenticate individual users or groups rather than a shared password.
Router commands can be specified explicitly on the TACACS+ server
to allow specific commands.
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Remote Dial-in User System

Remote Dial-in User System (RADIUS) is an open standard and available from
many vendors. It was originally designed for ISPs to support dial-in clients, and
provides the authorization and billing information for those needs. RADIUS can
be a good choice in a heterogeneous network environment because of its
widespread support, but some vendors have implemented proprietary attributes in
RADIUS that hinder interoperability.

= RADIUS uses UDP so it only offers best effort delivery at a lower
overhead.

» For authentication, RADIUS encrypts only the password sent between
the Cisco access client and RADIUS server. RADIUS does not provide
encryption between the workstation and the Cisco access client.

=  RADIUS does not support multiple protocols, and only works on IP
networks.

= RADIUS does not provide the ability to control the commands that can
be executed on a router: It provides authentication, but not authoriza-
tion to Cisco devices.

Kerberos

Kerberos protocol can be used for network authentication and host authentica-
tion. It uses a trusted third-party approach, where users identify themselves to a
central server, and the server then provides “tickets,” that the user can present to
gain access to servers; the end server trusts that the Kerberos server is granting
authority correctly.

A Kerberos realm includes all users, hosts and network services that are regis-
tered with a Kerberos server. Kerberos uses symmetric key cryptography and stores
a shared key for each user and each network resource that is participating in its
realm. Host-based applications must be “kerberized,” with modules adapted to use
the Kerberos protocol. Kerberized versions of Telnet, ftp, mail, and several others
exist, and APIs exist for updating code. Every user and network resource needs a
Kerberos account. Kerberos stores all passwords encrypted with a single system key.
If that system key is compromised, all passwords need to be recreated.

The process of authenticating using Kerberos involves three systems: a client, a
network resource, and the Kerberos server. The Kerberos server is called the Key
Distribution Center (KDC).The KDC has two functions: an Authentication
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Service (AS) and a Ticket Granting Service (T'GS).The basic process is a six-step
sequence:

1. Alice to KDC Hi, I'm Alice. Could I have access to the AS?

2. AS to Alice Here is your “ticket-granting ticket.” If you aren’t Alice,
it’s useless. If you are Alice, decrypt this, and come back with the answer.

3. Alice to TGS Okay, I figured out your secret. Give me a “service-
granting ticket” so I can talk to server Bob.

4. TGS to Alice You have it! It’s encrypted using the same mechanism as
before, and then encrypted with Bob’s password. This ticket will be
accepted by Bob for eight hours.

5. Client to Bob The KDC gave me this ticket, and it is encrypted using
your password. Validate me.

6. Bob to Alice Hello, Alice! I've decrypted what you got from the
KDC, I trust the KDC, and he trusts you, so your access is granted. It is
worth noting that under Kerberos, passwords are never sent in the clear;
there is a preshared secret between the client and the KDC, and the
client uses that to unlock the “ticket-granting ticket.” This allows the
client to request tickets that can be provided to individual servers to
obtain that service.

As an example, let’s look at remote network access. The remote user estab-
lishes a PPP connection to the boundary device, and the device prompts the user
for username and password. The device, acting as the client, requests a ticket-
granting ticket from the Kerberos authentication server. If the user has an
account, the authentication server generates a session key, and sends a ticket-
granting ticket (TGT) to the client encrypted with the password stored on the
AS for that account. The Cisco access server will attempt to decrypt the TGT
with the password that the user entered. The TGT is a credential that specifies the
user’s verified identity, the Kerberos server identity, and the expiration time of the
ticket. By default, tickets expire after eight hours. The TGT is encrypted with a
key known only to the ticket-granting server and the authentication server. The
TGT is presented back to the TGS with a request for access to the Cisco access
server. Now the roles reverse, and the Cisco access server becomes the server. The
Cisco access server accepts the service ticket, decrypts it to verify it is valid, and
provides service. If successful, the user is authenticated to the access server, and
the user’s workstation becomes part of the protected network.
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Note that at this point, the only authenticated “user” is the Cisco access
server. Users, who want to access services that are part of the Kerberos realm on
the network, must now re-authenticate against the Kerberos server and get
authorization to access the services. The user first gets a ticket-granting ticket as
previously described, which is used to request access to other services. The difter-
ence is that the client is now the user’s workstation.

More details on AAA can be found in Chapter 9.

OSI Model

The DoD model is very helpful for thinking about security. Unfortunately, it’s the
Betamax of security models—internetworking professionals tend to prefer the OSI
model; it adds more specific layers at the low and high ends, and more naturally
maps to certain kinds of equipment. It is worth reviewing the OSI model to set
up the language that will be used in the later chapters of the book, and to corre-
spond to materials you will read elsewhere.

The OSI Reference Model consists of seven layers:

» The physical layer (Layer 1)

» The data-link layer (Layer 2)

» The network layer (Layer 3)

»  The transport layer (Layer 4)

» The session layer (Layer 5)

= The presentation layer (Layer 6)
» The application layer (Layer 7).

This convention has been developed to provide an initial framework to sim-
plify network design and to provide a systematic approach to troubleshooting. As
our discussion progresses, the functionality of each layer and how these layers
communicate will become increasingly clear. The OSI model was an extension of
the more Internet focused DoD model, and provides additional structure, particu-
larly at the higher layers.

A nice mnemonic for the OSI layers is the expression “All People Seem To
Need Data Processing.” The first initials correspond to “Application, Presentation,
Session, Transport, Network, Data, Physical.”

In our discussion of how each layer functions, we look at the parallels
between human communication and that of computer systems, breaking down
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the communication process into its components to allow more granular compar-
isons. Imagine yourself as a student in a classroom listening to an instructor’ lec-
ture. This constitutes our example of human communication; we then address
how computer communications correspond to that example. Keep in mind that
when we talk about computer systems communicating, we are really referring to
one device talking to another.

Layer 1: The Physical Layer

The physical layer 1s identified as the physical medium that facilitates communica-
tion. In our classroom example, air is considered the physical medium. It carries
the sound waves produced by the instructor to the students. Both the air and the
sound waves being transmitted are considered part of the physical layer. In the
computer world, where traditional wired technology is implemented, copper is
the primary mode of transmission. It carries a designated electrical pattern to the
other computers in the local network. Again, the electrical waves are a compo-
nent of the physical layer. This layer is also responsible for specifying the shape
and intensity of the electrical wave.

Layer 2: The Data-link Layer

The data-link layer, in our human analogy, formats thoughts passed from the
instructor’s brain into a simplified, and hopefully more organized structure. The
structures at this phase are blocks of verbal syllables. These syllables are the sim-
plest elements of the message from the higher layers. In order to ensure that the
instructor emits sound waves comprehensible to the audience, there is a “think
before you speak” process, the human equivalent of error checking. This layer
then hands these blocks of syllables, or frames, to the physical layer, which trans-
lates these messages into sounds that the students can understand. Lastly, sound
waves are produced from the instructor and transmitted via air compression waves
to the intended audience—the students in the class.

Another characteristic of communication at this layer, called flow control, 1s
evidenced when a student has a question during a lecture. The instructor can
either stop the lecture and address the question immediately or request that the
student hold the question until the instructor is finished—that is, the instructor is
managing the flow of the lecture. This function is important because it optimizes
communication within the classroom. The instructor might think that the mate-
rial needs to be presented in its entirety to maximize the level of understanding.
On the other hand, the instructor could find that questions from the audience
enhance the lecture. The flow of the class all depends on the instructor.
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These same attributes are found in the computer world as well. Information
from higher-level layers 1s formatted into frames, just as the instructor’s concept
from the instructor’s mental processes is formatted into syllables the instructor
speaks. In addition to formatting, the intended destination (the students) and
source identifier (their instructor) are attached. The destination and source infor-
mation are represented as addresses, formally referred to as media access control
(MAC) addresses. The Ethernet MAC address is a 48-bit number known as the
hardware address, which is mostly unique and that 1s “burned into” the device.
Also included in the frame created by the data-link layer is the cyclical redundancy
checksum (CRC). The CRC provides a metric allowing the receiving device a
way of determining whether the data has been damaged in the transmission pro-
cess or in transit. This parallels the “think before you speak” process, making sure
that the instructor didn’t mumble (valid transmission) and loud noises didn’t
drown out the lecture (not damaged during transit). Note that in our example,
the destination address is a broadcast address, intended for multiple recipients. In
the Ethernet world, this is achieved by using a special MAC—either the all 1s
MAC as a general broadcast, or through the use of a specialized MAC and tech-
niques such as group messaging controls to indicate the intended audience.

Damage & Defense...

Hardware Address Spoofing

Hardware MAC addresses are supposed to be unique, and some systems
use them as unique security identifiers. The problem is that the trans-
mitted address can be manipulated by software. Sometimes this is a
good thing: if a network is designed with a particular fixed MAC address
in mind, and a piece of hardware fails, then another device can “take
over” that role—this is used for highly available systems or to comply
with licensing constraints. It can also be used to indicate particular func-
tions—for example, one popular “sticky honeypot” uses a forged MAC
address for its virtual hosts. On the other hand, if a system trusts a MAC
address to identify a host, and someone else interferes with that pro-
cess—either by interrupting the hardware address resolution request or
killing the victim host and spoofing its address—unintentional and inap-
propriate communications may occur.
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The physical layer is actually divided into two sublayers: the logical link con-
trol (LLC) and the MAC. The LLC is the liaison between the protocols within
the network layer and the media access control sublayer. The media access con-
trols access the physical medium. An example of a protocol that works with
MAC is the carrier sense multiple access/collision detect (CSMA/CD). This
protocol performs a measure of flow control.

NoTE

Watch for unusual changes in the physical port locations of your hard-
ware addresses. If devices “move around” mysteriously or large numbers
of devices suddenly appear, you probably have a network problem or a
security event.

Layer 3: The Network Layer

The primary function of the network layer is to determine the best-known path
for information to reach its intended destination. In our classroom example, the
information is intended for the local audience. The instructor knows that all the
students in the class are there to hear the information in the lecture. The infor-
mation is formatted, error-checked, and translated into a message via the data-
link layer. Subsequently, the frame is transmitted into the physical medium.
Because the students are local, no particular treatment is required; they are
directly available to hear the message.

What if there is an emergency phone message for the instructor? The person
taking the call knows the instructor and the location of the classroom and will
deliver the information. The messenger knows the information in the message is
important and needs to find the best—in this case, the fastest—way to the class-
room. Perhaps the elevator is the fastest, but there are many students in the
building, which could cause delay. The stairs seem to be the most reliable and the
fastest route. These decisions are similar to the decisions the network layer makes
in order to deliver traftic as eftectively as possible.

The network layer deals with packets, which are eventually encapsulated into
frames by the data-link layer. The packets contain information from the layer
above the network layer. This is also where the logical IP addresses reside. They
are considered logical because, unlike the MAC address that is permanently
“burned” into the network interface card (NIC), IP addressing provides a method

www.syngress.com



Introduction to IP Network Security * Chapter 1

of grouping devices regardless of their physical location. This is an important
aspect of network design.

Layer 4: The Transport Layer

The transport layer provides methods of flow control, ordering of received data,
and acknowledgement of correctly received data. It relates to our classroom sce-
nario in that it establishes the way that the instructor presents the lecture. For
instance, the instructor might look to the audience for an indication of whether
or not they understand the lecture. The instructor could invite questions, look for
body language indicating agreement, or perhaps even count sleeping students.
The instructor attempts to give each student a chance to be involved in the lec-
ture emulating one-on-one attention. On the other hand, it is also possible that
the instructor does not desire feedback and will lecture regardless of audience
reactions. This type of presentation could be necessary when there is an excessive
amount of information and inadequate time to present the material. These two
approaches are both appropriate for certain situations and audiences. You will see
this type of communication in the computer world as well.

The transport layer can be categorized into connection-oriented and connectionless
protocols. An example of a connection-oriented protocol is TCP. The term connec-
tion-oriented refers to communications that establish an interaction between the
two ends of the connection; they shake hands and agree upon some basic conven-
tions, and then pass along service information about the ongoing communication.
It implies a level of reliability and a guarantee of delivery of services, much like
the first method of presentation in the classroom. The processes involved in the
protocol function to provide a virtual one-on-one appearance. Connectionless
protocols, like UDP, do not provide these measures of reliability. In a connection-
less communication, information is simply dropped on the wire and a “best effort”
delivery is assumed to get the information to its recipient. This method is analo-
gous to the second method in our classroom example, in which the instructor
continues to lecture whether the students hear and understand everything or not.
Generally speaking, what is lost in reliability is gained in efficiency; connectionless
protocols are generally chosen when high throughput is necessary and some infor-
mation loss is acceptable.
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Designing & Planning...

ISN Spoofing

As part of the connection establishment process, a TCP session identifies
an initial sequence number (ISN) that is used to provide a marker into
how much data has been transmitted and received. Because this is
information negotiated as part of the session, some people assume that
possession of the ISN means that you are rightfully one of the parties of
the communication.

The problem is that ISNs are often predictable. Originally, ISNs were
designed to be clock-driven—which provides uniqueness, but also a
high degree of predictability. Later implementations simply used the
next available number, so systems that were relatively quiet were easily
predicted. A malicious user would use this predictability to forge a
communication from a trusted host, bypassing local security measures.
The most famous of these was Kevin Mitnick, who used this technique
to steal research data, documented in Tsutomu Shimomura and John
Markoff’s book, Takedown.

NoTEe

Don’t assume that because a TCP session has been successfully estab-
lished, the end IP addresses are valid. Enforce IP address antispoofing
techniques whenever possible to prevent rogue packets from coming
onto your network.

Layer 5: The Session Layer

The session layer establishes the parameters of any upcoming communication. The
parameters include the language that will be used and the style of the lecture
(whether or not questions are acceptable intermittently or need to be held until
the end of the lecture)—those being parameters that need to be predetermined.
Another issue to resolve is setting time limits: When the lecture will conclude, for
example, which could be at an established time or simply whenever all the topics
and questions have been addressed. These parameters are established to set the
expectations for everyone involved, a critical aspect of effective communication.
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These types of parameters are also established prior to the exchange of data
among computer systems. First, protocols need to be agreed on. Some examples
of session-layer protocols are Network File System (INES), Structured Query
Language (SQL), and X Windows. Protocols are important because if the devices
are not using the same protocols, they are essentially speaking difterent languages.
Next, they decide on the communication flow. There are three types: single mode,
half-duplex mode, and full-duplex mode. Single-mode communication occurs when
only one device at a time transmits information, and it transmits until all the
information has been completely sent. Half-duplex mode occurs when the
devices take turns transmitting. This is comparable to a conversation between two
people using walkie-talkies in which only one person can talk at any given time.
(If both people push the Talk button at the same time, neither person will hear
anything.) Full-duplex mode occurs when the devices transmit and receive
simultaneously. An example of full-duplex communication is when two people
talk on a phone—both parties can talk at the same time.

Once all the preliminary details have been established, data exchange can
proceed. After the exchange is complete, the devices systematically disengage the
session.

The session layer can be either connection-oriented or connectionless. A connec-
tion-oriented session contains checkpoints or activity management. This system
provides a way to efficiently retransmit any data that is lost or is erroneous on
receipt. It is efficient because only the data that needs to be transmitted is sent,
rather than the entire session. Connectionless sessions, as with IP and UDP, are a
best-eftort delivery. As with the two other examples, in a connectionless session,
the layer above (the presentation layer) is responsible for providing reliability.

Layer 6: The Presentation Layer

The presentation layer establishes the way in which information is presented, typi-
cally for display or printing. Data encryption and character set conversion (such
as ASCII to EBCDIC) are usually associated with this layer. The primary reason
for someone to attend a class is that the presentation of information is designed
to help that person learn. Students could, theoretically, pick up the literature and
learn the material on their own; however, the value comes with the instructor’s
interpretation of the material. The instructor translates the information in such a
way that students understand it. The presentation layer provides this functionality
in computer systems.
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The presentation layer translates information in a way that the application layer
understands. Likewise, this layer translates information from the application layer to
the session layer. Some examples of presentation layer protocols are SSL, HTTP/
HTML (agent), FTP (server), AppleTalk Filing Protocol, Telnet, and so on.

Layer 7: The Application Layer

The application layer is where user space programs make requests of network ser-
vices. In our metaphor, this represents the overall point or concept of the
instructor’s lecture—this is what use the student makes of the lecture. All the
layers of communication we have talked about to this point are transparent to the
student, for the most part. However, the overall eftectiveness of the course could
depend on the way the material is communicated and how the class is structured.
For instance, if the instructor is difficult to understand, for whatever reason, the
content of the material is meaningless to the students. The same is true if the sit-
uation were reversed: the instructor could be a sensational communicator, but if
the material being covered is inappropriate for the desired goal of the class, the
content is worthless.

A good example of an application layer protocol is the HTTP/HTML browser.
The end look and feel of a Web page is highly dependent upon the application.
Using Microsoft Internet Explorer may cause certain things to break that look
normal under Netscape; using lynx provides a text-based view; other browsers are
designed for the visually impaired, and read the text out loud or provide displays to
Braille screens. The end-user experience is very different in each case—but if we
looked at what is happening on the network, it’s still the same HTTP GET
requests.

Another good example is FTP. At the application layer, an FTP server provides
a user interface.You can see the output from an FTP command line client next:

ftp> help

Commands may be abbrevi ated. Commands are:

! delete literal pr onpt send

? debug I's put stat us
append dir nmdel et e pwd trace
asci i di sconnect mdi r qui t type

bel | get nmget qguot e user

bi nary gl ob nkdi r recv ver bose
bye hash ms r enot ehel p

cd hel p nmput renane

cl ose I cd open rodir
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Some of these commands are completely local—for example, the command
help produced the output shown in the code and no network traftic. However,
several correspond to a network interface, as specified in various RFCs. These are
listed in Table 1.1 that follows.

Table 1.1 FTP Session Layer Commands

Type of Command Applicable Commands

Access Control Commands USER, PASS, ACCT, CWD, CDUP, SMNT, REIN,
QuIT

Transfer Parameter Commands  PORT, PASV, TYPE, STRU, MODE

FTP Service Commands RETR, STOR, STOU, APPE, ALLO, REST, RNFR,

RNTO, ABOR, DELE, RMD, MKD, PWD, LIST,
NLST, SITE, SYST, STAT, HELP, NOOP

Take a look at this output:
ftp> ascii
200 Type set to A
ftp> get icnpnask.c
200 PORT conmmand successful .
150 Opening ASCII npde data connection for icnpnask.c (7565 bytes).
226 Transfer conplete.
ftp: 7852 bytes received in 1.09Seconds 7.20Kbytes/sec.

It was produced by the following TCP stream:

TYPE A

200 Type set to A

PORT 165, 247,113, 42,9, 142

200 PORT command successful .

RETR i cnpnask. ¢

150 Opening ASCI| npde data connection for icnpnask.c (7565 bytes).

w o0 uno0uo

226 Transfer conplete.

Thus FTP is both a Layer 6 (session) and Layer 7 (application) layer protocol.

Some protocols exist only at Layer 7. For example, online gaming, such as
Doom, typically only has one standard client, so all requests are handled directly
by the application.
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How the OSI Model Works

Now that we’ve looked at the overview of the OSI model with metaphors to
make things more natural, let’s address some of the specifics of IP communication
over Ethernet networks.

Transport Layer Protocols

The transport layer provides duplex, end-to-end data transport services between
applications. Data sent from the application layer is divided into segments appro-
priate in size for the network technology being used. TCP and UDP are the proto-
cols used at this layer.

TCP

TCP provides reliable service by being connection-oriented and including error
detection and correction. The connected nature of TCP is used only for two end
points to communicate with each other. The connection must be established
before a data transfer can occur, and transfers are acknowledged throughout the
process. Acknowledgements assure that data is being received properly. The
acknowledgement process provides robustness in the face of network congestion
or communication unreliability. TCP also determines when the transfer ends and
closes the connection, thus freeing up resources on the systems. Checksums assure
that the data has not been accidentally modified during transit. Figure 1.5, taken
from RFC 793, shows the format of the TCP header.

Figure 1.5 The TCP Header
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TCP ports are used to multiplex this protocol layer to the layer above with
multiple applications on the same host. A source port and a destination port are
associated with the sending and receiving applications, respectively. The ports
from 0 to 1023 are Well Known Ports, and are assigned by Internet Assigned
Numbers Authority (IANA). Ports from 1024 to 49151 are Registered Ports,
while ports from 49152 through 65535 are Dynamic/Private Ports. The Well
Known and Registered Port numbers are available at www.isi.edu/in-notes/
iana/assignments/port-numbers.

Bits 10 through 15 at word oftset 3 correspond to the TCP control bits, or
flags. They provide information about the importance of the Sequence Number,
Acknowledgement Number, and Urgent Pointer fields. They also provide infor-
mation about how the packet should be treated by the receiving host. These are
reflected in Table 1.2.

Table 1.2 TCP Control Bits

Control
Bit Description
URG Urgent control bit indicates that Urgent Pointer is a valid offset to

add to the Sequence Number. The sender of data can indicate to
the receiver that there is urgent data pending.

ACK Acknowledgement control bit indicates that the
Acknowledgement Number contains the value of the next
sequence number the sender of the segment is expecting to
receive. ACK is always set for an established connection.

PSH Push all data received to this point up to the receiving applica-
tion. This function expedites the delivery of urgent data to the
destination.

RST Reset the connection. This function flushes all queued segments

waiting for transmission or retransmission, and puts the receiver
in listen mode.

SYN Synchronize sequence numbers. The SYN control bit indicates that
the Sequence Number contains the initial sequence number.
FIN Sender has finished sending data. The FIN control bit is set by the

application closing its connection.

The sequence numbers allow recovery by TCP from data that was lost, dam-
aged, duplicated, or delivered out of order. Each host in the TCP connection selects
an Initial Sequence Number (ISN), and these are synchronized during the estab-
lishment of the connection. The sequence number is incremented for each byte of
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data transmitted across the TCP connection, including the SYN and FIN flags.
Sequence numbers are 32 bits and will wrap around to zero when they overflow.
The ISN should be unpredictable for a given TCP connection. Some TCP imple-
mentations have exhibited vulnerabilities of predictable sequence numbers.
Predicting the sequence number can allow an attacker to impersonate a host.

The acknowledgement number has a valid entry when the ACK flag is on. It
contains the next sequence number that the receiver is expecting. Since every
data segment sent over a TCP connection has a sequence number, it also has an
acknowledgement number.

The ACK and RST play a role in determining whether a connection is estab-
lished or being established. Cisco uses the established keyword in Access Control
Lists (ACLs) to check whether the ACK or RST flags are set. If either flag is set,
the packet meets the test as established. If neither the ACK nor the RST flags are
set, then this packet is not part of an existing connection, but an attempt to estab-
lish a new connection to the device at the destination TCP address.

Damage & Defense...

Penetrating “Established” ACLs

One problem with using simple ACLs for a network firewall is that
inbound at your perimeter router you have to allow “established”
packets, as noted above. Unfortunately, this means a crafted packet that
has an ACK bit set will pass through to an end host. This allows various
sorts of network mapping to occur, and is a demonstration of why
keeping state, either through stateful packet filters or application gate-
ways, is needed to fully conceal protected networks.

HTTP, SMTP, FTP, Telnet, and rlogin are examples of applications that use
TCP for transport. Applications that need reliability support from the transport
layer use Remote Procedure Calls (RPC) over TCP. Applications that do not
depend on the transport layer for reliability use RPC over UDP.

TCP Connections

Figure 1.6 shows the establishment of a TCP/IP connection. Establishing a TCP
connection requires three segments, known as the “three-way handshake.”
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1. To initiate the connection, the source host sends a SYN segment (SYN
flag 1s set), and an ISN in the sequence number field to the destination

port and host address.

2. The destination host responds with a segment containing its initial
sequence number, and both the SYN and ACK flags set. The acknowl-
edgement number will be the source’s sequence number, incremented

by one.

3. The source host acknowledges the SYN from the destination host by
replying with an ACK segment and an acknowledgement number that is
the destination’s sequence number incremented by one.

Figure 1.6 Establishing a TCP Connection

Time

0 ms SYN,
ISN=2080924531

ACK:
2169309654,
SEQ:
2080924532

10 ms

ACK:
20ms 2169309719,
SEQ:
2080924532

(lient
(10.1.2.17, 2239)

data (65 bytes)
W;

Server
(98.58.3.4,110)

ACK:
2080924532,
SYN,
ISN=2169309653

ACK:
2080924532,
SEQ:
2169309654

This sequence—SYN, SYN-ACK, ACK—characterizes the handshake.

This diagram represents the first few packets in a TCP session. The packets
marked “setup” represent the establishment of the TCP session. The packets
marked “data” represent the first few packets in the data stream. In this case, the
session represents a typical Windows POP3 session between a host on a private
network and a server on the Internet. The host establishes a local socket using its
IP address (here, 10.1.2.17) and an ephemeral port, chosen for this session (here,
2239).The server, at IP address 98.58.3.4, is listening on port 110.
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The client generates a packet with source IP 10.1.2.17, source port 2239, and
destination address 98.58.3.4, destination port 110.The sequence number field is
filled with an Initial Sequence Number chosen randomly—for this example, the
ISN 1s 2080924531. Note that the ISNs are 32-bit unsigned integers, between
zero and about four billion, and so, in general, are quite large. The acknowledge-
ment number field is not used in the initial packet; by convention it is set to zero.
The data offset field is set to a value that describes where in the TCP packet the
data begins; in the sample diagram describing packets above, the offset would be 6
(since there is one 32-bit word consisting of options plus padding); other imple-
mentations will vary. The reserved field must be set to zero. With regards to the
control fields, the SYN bit (offset 4, bit 14) is set to one; all other bits are set to
zero. The window size is set to a value suitable for the client; 16K is typical. The
checksum is computed based upon the TCP packet plus the source and destina-
tion address, the protocol, and the TCP length. Since the Urgent control bit is not
set, the urgent pointer field is conventionally set to zero. The options field is set to
implementation-specific values; communicating the maximum segment size 1s
common. In this case, there will be no data (other than the fact of the SYN
request) so the data field will be empty, and our packet is ready for transmission!

When the client receives the packet, it will make note of the request for com-
munication. It will store in its TCP acceptance queue a request with sequence
number 2080924531. It will also generate an ISN for its data; in this case, the ran-
domly chosen number is 2169309653. Filling in the fields one at a time:

=  Source port: 110 (its POP3 server)

»  Destination port: 2239 (client request)

» Sequence number: 2169309653 (its ISN)

» Acknowledgement number: 2080924532 (client’s ISN + 1)
» Data offset: 5 (depends on TCP implementation)

»  Reserved: 0 (always)

= Control Bits: SYN, ACK (acknowledging the client data, requesting
client synchronize)

»  Window size: 17520 (depends upon server implementation)
» Checksum (computed based upon packet values)

= Urgent pointer: 0 (urgent control bit not set)

=  Options, padding: Depends upon TCP implementation

» Data: Empty (no data yet)
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When the client receives the SYN-ACK, the client needs to acknowledge the
server request. Back comes a packet with only the ACK bit set, with sequence
number set to its ISN + 1, and acknowledging client’s ISN + 1.

Once a TCP connection between the two systems exists, data can be trans-
ferred. As data is sent, the sequence number is incremented to track the number
of bytes. In the previous example, the first packet after establishment sends 65
bytes of data. Acknowledgement segments from the destination host increment
the acknowledgement number as bytes of data are received; in this case, the client
ACKs reception through 2169309719 = 2169309654 + 65 bytes.

The states that TCP goes through in establishing its connection allows fire-
walls to easily recognize new connections versus existing connections. Access lists
on routers also use these flags in the TCP header to determine whether the con-
nection is established.

A socket is the combination of IP address and TCP port. A local and remote
socket pair (quadruplet) determines a connection between two hosts uniquely:

»  The source IP address
= The source TCP port
» The destination IP address
» The destination TCP port

Firewalls can use this quadruplet to track the many connections on which
they are making forwarding decisions at a very granular level. During the estab-
lishment of the connection, the firewall will learn the dynamic port assigned to
the client for a particular connection. For the period of time that the connection
exists, the dynamic port is allowed through the firewall. Once the connection is
finished, the client port will be closed. By tracking the state of a particular con-
nection in this way, security policy rules don’t need to compensate for dynamic
port assignments.

UDP

UDP is a simple, unreliable transport service. It is connectionless, so delivery is
not assured. Look at the simple design of the UDP header in Figure 1.7, and you
will understand the efficiency of this protocol. Since connections aren’t set up
and torn down, there is very little overhead. Lost, damaged, or out of order seg-
ments will not be retransmitted unless the application layer requests it. UDP is
used for fast, simple messages sent from one host to another. Due to its simplicity,
UDP packets are more easily spoofed than TCP packets. If reliable or ordered
delivery of data is needed, applications should use TCP.
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Figure 1.7 The UDP Header
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Simple Network Management Protocol (SNMP), Trivial File Transfer
Protocol (TFTP), BOOTstrap Protocol (BOOTP), Network File System (INES),
and Dynamic Host Control Protocol (DHCP) are examples of applications that
use UDP for transport. UDP is also used for multimedia applications. Unlike the
connection-oriented TCP which can only connect between two hosts, UDP can
broadcast or multicast to many systems at once. The small overhead of UDP eases
the network load when running time-sensitive data such as audio or video.

The Internet Layer

The Internet layer is responsible for addressing, routing, error notification, and
hop-by-hop fragmentation and reassembly. It manages the delivery of information
from host to host. Fragmentation could occur at this layer because different net-
work technologies have a different Maximum Transmission Unit (MTU). IP,
ICMP, and ARP are protocols used at this layer.

IP

IP 1s an unreliable, routable packet delivery protocol. All upper layer protocols use
IP to send and receive packets, which receives segments from the transport layer,
fragments them into packets, and passes them to the network layer.

The IP address is a logical address assigned to each node on a TCP/IP net-
work. IP addressing is designed to allow routing of packets across internetworks.
Since IP addresses are easy to change or spoof, they should not be relied upon to
provide identification in untrusted environments. As shown in Figure 1.8, the
so